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Abstract. Motivated by advancement in distributed control schemes of microgrid (MG) 

network, this paper presents a noise resilient secondary control scheme for low voltage (LV) 

islanded MG network. For a LV MG the grid lines are highly resistive, hence conventional 

droop control results in poor stability and power sharing. A combination of droop-boost 

primary control with a noise resilient secondary distributed control is presented in this work. 

The presented control scheme achieves accurate power sharing and voltage and frequency 

restoration under noisy communication links for LV MG network. The communication links 

used for information sharing in secondary control are subjected to noisy environment; therefore 

the data received is corrupted with noise. The presented control scheme counteracts the noise 

effect for LV MG network. The performance of presented control scheme is evaluated by 

simulating a 4-bus MG test system in MATLAB/SimPowerSystem environment under 

different test scenarios. The obtained results envisage that the presented control scheme 

restores the voltage/frequency and provide accurate active power sharing in short time under 

load perturbation, varying noise parameters, and plug and play operating conditions. 

1. Introduction 

In the last decade electrical power system has undergone plenty of changes that make it more 

decentralised to distributed power system. The small scale generators geographically located to the 

user end at low voltage (LV) level is becoming new trend, which involve more and more renewable 

energy sources (RESs). These low voltage feeders comprises of several distributed generators (DGs), 

storage devices and loads appears as a distributed network known as microgrid (MG). The MG can 

operate either in grid tied mode and support bidirectional power flow or can operate bidirectional 

power flow or can operate autonomously as a self-regulatory islanded system [1]. Despite having 

small structure the MG have different operating characteristics than the conventional grid, hence 

different control structure is required for control and operation of inertia-less, low voltage MG 

network. The MG control structure is evolved from centralised to decentralized then further 

aggregated as distributed control structure. A hierarchical three level control is best suited approach 

for the control of MG network that comprises of primary control level, secondary control level and 

tertiary control level [2]. The primary control depends on the type of MG network. In this paper a 

droop-boost control scheme is adapted for achieving accurate power sharing and stable operating 

voltage and frequency. The secondary control level synchronizes the MG voltage and frequency to 
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nominal values and compensates for the deviations caused by primary control level [3].  The tertiary 

control level is a supervisory control layer responsible for optimization of power distribution cost and 

bidirectional power flow optimization [4]. 

 Inspired from the networked control theory of multi agent system (MAS) several distributed 

control methods are presented in literature which utilizes neighbours information [5, 6]. The accuracy 

of these control schemes depends upon the grid parameter such as line impedance. A secondary 

control methodology addressed in [7] works on the presumption of dominant inductive line 

impedance. For LV MG network these schemes are subjected to power transients and instability [8].  

In [7, 9] voltage control is modelled as a tracking synchronization problem while utilizing feedback 

linearization to convert nonlinear system dynamics of MG to a linear system. The performance of the 

controller depends on the topology of information sharing, noisy channel of communication, link 

failure, packet dropout, and communication link delays. Such problems are solved by many 

researchers using different secondary control approaches. The work in [10] presents a distributed 

restoration approach for frequency control of MG network. The unmodeled dynamics and effect of 

communication link delays for islanded MG are addressed in [11, 12] respectively. The information 

sharing communication topology is of vital importance in operation of distributed secondary control 

and it affects the controller performance. In [10, 13] address these issues to reduce the MG instability 

and high oscillations under large signal disturbances for highly inductive MG. In the contrary this 

paper introduces a noise resilient distributed secondary synchronization scheme for voltage and 

frequency both in a low voltage MG network. The main contributions of the paper are as follows. 

 

• Noise resilient distributed secondary synchronization scheme is presented for voltage and 

frequency restoration in a LV MG network. 

• The presented controller only uses sparse communication network and is robust against noise 

parameter uncertainty and high signal disturbance such as loss of DG unit. 

 

 The rest of the paper is in the following order. Section II discusses the preliminaries on modelling 

of LV MG, primary control, and graph theory and communication noise. Section III and IV discusses 

the presented secondary restoration scheme for output DG voltage and frequency respectively. Case 

studies for performance evaluation are presented in section V. Conclusion is presented in Section VI. 

 

2. Preliminaries 

 

Figure 1. Single line design of VSI based 𝒊𝒕𝒉DG unit. 

2.1. Primary control of low voltage microgrid 

The microgrid is a group of interconnected DG units, storage devices and loads. It can be seen as a 

three layer structure that includes electrical, control and communication layers. The electrical layer 

consists of a DG unit, transmission lines, energy storage element and loads. Figure 1 shows the one 
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line diagram of a DG unit. The DG unit consist of DC output voltage of renewable energy source unit, 

inverter, filter (LC) and output RL connector. The control scheme is of DG is a hierarchical one which 

includes three layers primary, secondary and tertiary control. The primary layer has three control loops 

i.e., voltage control loop, output of which is fed to current control loop and power control loops to 

implement the droop control. The primary droop control dynamics for DGs units can be given as, 

 𝜔𝑖 = 𝜔𝑛𝑖 − 𝑚𝑃𝑖𝜔 𝑃𝑖                                                                (1) 

 𝑉𝑖 = 𝑉𝑛𝑖 − 𝑛𝑄𝑖𝑉 𝑄𝑖                                                                 (2) 

where 𝑉𝑛𝑖 and 𝜔𝑛𝑖 are reference voltage magnitude  and angular frequency; 𝑃𝑖 and 𝑄𝑖 are real and 

reactive power; 𝑚𝑃𝑖𝜔  and  𝑛𝑄𝑖𝑉  are droop coefficients of 𝑖𝑡ℎ DG unit respectively.  

 However, in case of low voltage MG network, the line impedance is highly resistive in nature 

where operating frequency and DG output voltages are closely associated to real and reactive power 

[15]. Hence, the modified droop-boost characteristics for primary control is given as, 

 𝜔𝑖 = 𝜔𝑛𝑖 + 𝑘𝑄𝜔𝑄𝑖                                                                 (3) 

 𝑉𝑖 = 𝑉𝑛𝑖 − 𝑘𝑃𝑉𝑃𝑖                                                                    (4) 

 

where 𝑘𝑄𝜔 and 𝑘𝑃𝑉 are boost and droop coefficients for frequency and output voltage control 

respectively.  The model for DG unit with its inner control loop can be given as [14] 

 𝑑𝑥𝑖𝑑𝑡 = 𝜓𝑖(𝑥𝑖) + 𝑔𝑖𝑉(𝑥𝑖) 𝑢𝑖𝑉 + 𝑔𝑖𝜔(𝑥𝑖) 𝑢𝑖𝜔 + 𝑘𝑖(𝑥𝑖)𝐷𝑖   (5) 𝑦𝑖𝑉 = ℎ𝑖𝑉(𝑥𝑖) = 𝑉𝑖    (6) 𝑦𝑖𝜔 = ℎ𝑖𝜔(𝑥𝑖) + 𝑑𝑖𝑢𝑖𝜔 = 𝜔𝑖 = 𝜔𝑛𝑖 + 𝑘𝑄𝜔𝑄𝑖   (7) 

 

where 𝑥𝑖 = [𝛼𝑖, 𝑃𝑖, 𝑄𝑖 , 𝑖𝑙𝑑𝑖 , 𝑖𝑙𝑞𝑖, 𝑉𝑜𝑑𝑖 , 𝑉𝑜𝑞𝑖, 𝑖𝑜𝑑𝑖 , 𝑖𝑜𝑞𝑖]𝑇
; 𝛼𝑖 is angle of DG reference frame; 𝑥𝑖 =[𝜔𝑟𝑒𝑓 , 𝑉𝑏𝑑𝑖, 𝑉𝑞𝑑𝑖]𝑇

is known disturbance. The secondary control inputs for primary droop-boost control 

level will be discussed in next section. This control layer synchronizes the output DG voltage and 

operating frequency to their nominal values. 

2.2. Preface on graph theory 

The adaptation of graph theory is taken from the work in [6]. A weighted, non-directional and well-

connected graph 𝒢 = (𝒱𝒢 , E𝒢 , A𝒢), with 𝒱𝒢 as set of nodes, i.e., {1, … , N}, E𝒢 is set of edges, i.e., E𝒢 ⊆(𝒱𝒢 × 𝒱𝒢), A𝒢 is weighted adjacency matrix. For an edge (i, j) ∈ E𝒢, aij = aij = 1, else aij = aij = 0. 

The degree matrix 𝒟 = Diag{di} of graph  , where di = ∑ aijj∈𝒩i . 𝒩i is the set of neighbouring DG 

units defined as 𝒩i = {j ∈ 𝒱𝒢: (i, j) ∈ E𝒢 , j ∉ i}. The Laplacian matrix ℒ𝒢 = 𝒟 − A𝒢. 

2.3. Preface on communication noise 

In secondary control layer, the communication between the agents is compulsory requirement. The 

communication link irrespective of its type is impaired with the noise due to cyber-attack, sensor 

uncertainty and climate conditions. In this work, generalized Gaussian noise is considered to simulate 

the noisy communication links between DGs. The probability distribution function (PDF) for noise 

considered in this work is given as [14] 𝑝(𝑛(𝑡)) = 1√2𝜋𝜎2 𝑒𝑥𝑝 ( −12𝜎2 (𝑛(𝑡) − 𝑚𝑒𝑎𝑛(𝑛(𝑡)))2)     (8) 

where 𝜎2 is the noise signal variance of 𝑛(𝑡). Various PDFs of communication noise with different 

noise variances are shown in figure 2, where mean is zero. 
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       Figure 2. Probability distribution function of AWGN 

       with different variance. 

 

3. Distributed noise resilient voltage control 

Feedback linearization is employed to convert the nonlinear DG system dynamics of 𝒊𝒕𝒉 DG into 

linear system. The state space model of voltage control for MG network in matrix form is given as 

follows [10, 14] �̇�𝒊𝑽 = 𝑨𝒚𝒊𝑽 + 𝑩𝒖𝒊𝑽, ∀ 𝒊     (9) 

where, 𝒚𝒊𝑽 = [𝒚𝒊𝑽   𝒚𝒊𝑽,𝟏]𝑻
; 𝑩 = [𝟎   𝟏]𝑻; and 𝑨 = [𝟎 𝟏𝟎 𝟎]. Also, the leader dynamics �̇�𝟎 = 𝑨𝟎𝒚𝟎(𝒕), 

with 𝒚𝟎 = [𝑽𝒏𝒐𝒎   𝟎]𝑻; 𝒖𝒊𝑽 = 𝝍𝒊(𝒙𝒊) + 𝒈𝒊𝑽(𝒙𝒊) 𝒖𝒊; with 𝒖𝒊 denoted the voltage control input. 

Considering a low voltage MG being a networked multi-agent system (MAS) with 𝑵 DG units 

modelled into agents. The noisy communication channel links existing between the agents causes 

inaccurate output voltage and operating frequency regulation. Assuming the measured voltage 

information states depraved with noise can be given as. �̃�𝒊𝑽(𝒕) = 𝒚𝒊𝑽(𝒕) + 𝝆𝒊(𝒕), 𝒊 = 𝟏, … , 𝑵    (10) 

 

where 𝝆𝒊(𝒕) is the noise uncertainty. In this paper, we have assumed Additive White Gaussian Noise 

(AWGN) with 𝒎𝒆𝒂𝒏 = 𝟎 and  𝝈𝟐 as variance. 

The noise resilient secondary synchronization control law can be designed as [14] 

 𝒖𝒊𝑽 = −𝑪𝟎𝑽�̃�𝒊(𝒕) − 𝜶𝑽𝑪𝑽 [∑ (�̃�𝒊(𝒕) − �̃�𝒋(𝒕)) + 𝒒𝒊(�̃�𝒊(𝒕) − 𝒚𝟎(𝒕))𝒋∈𝓝𝒊 ] + 𝜹𝒊𝑽(𝒕)         (11) 

 

where 𝜹𝒊𝑽(𝒕) is the corrective auxiliary control signal to attenuate the noise effect. 

 The noise auxiliary control signal is designed as [14] 

 𝜹𝒊𝑽(𝒕) = 𝑪𝟎𝑽�̂�𝒊(𝒕) + 𝜶𝑽𝑪𝑽 [∑ (�̂�𝒊(𝒕) − �̂�𝒋(𝒕)) + 𝒒𝒊(�̂�𝒊(𝒕))𝒋∈𝓝𝒊 ]                   (12) 

where  �̇̂�𝒊 = −𝜷𝑽𝑨𝑻𝑷(�̃�𝒊(𝒕) − �̂�𝒊(𝒕) − �̂�𝒊(𝒕)), 𝒕 ≥ 𝟎                              (13) 

and  �̂�𝒊(𝒕) = 𝑨𝟎�̂�𝒊(𝒕) − 𝜶𝑽𝑩𝑪𝑽 [∑ (�̂�𝒊(𝒕) − �̂�𝒋(𝒕)) + 𝒒𝒊(�̂�𝒊(𝒕) − 𝒚𝟎(𝒕))𝒋∈𝓝𝒊 ] + (𝜷𝑽𝑨𝑻𝑷 +𝜸𝑽𝑰𝑵)(�̃�𝒊(𝒕) − �̂�𝒊(𝒕) − �̂�𝒊(𝒕)) , 𝒕 ≥ 𝟎       

    (14) 

 

with βV and γV are design coefficients; ρ̂i(t) and ŷi(t) are the estimated values for noise and corrupted 

state for 𝑖𝑡ℎ DG unit;  P is solution of  linear matrix inequality and given as  
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𝐼𝑁⨂(𝐴0𝑇𝑃 + 𝑃𝐴0 − 2𝛾𝑉𝑃) − 𝛼𝑉ℱ𝒢⨂(𝐶𝑉𝑇𝐵𝑇𝑃 + 𝑃𝐵𝐶𝑉) < 0                       (15) 

3.1. Theorem 1 

A 𝑁 DG unit networked MAS with connected undirected graph 𝒢 is considered with dynamics given 

in equation (5) to equation (7). The control protocol designed in equation (12) and (13) provide a 

Lyapunov stable system, while restoring the voltage magnitude to nominal value i.e.,  𝑉𝑟𝑒𝑓 = 230 𝑉 

under noisy communication channel for LV MG. 

 

3.2. Proof 

The compact for of controller designed in equation (12) can be obtained using equation (9) as follows 

 �̇�(𝑡) = [𝐼𝑁⨂𝐴0 − 𝛼𝑉ℱ𝒢⨂𝐵𝐶𝑉]𝑦(𝑡) + (𝛼𝑉𝐺𝒢⨂𝐵𝐶𝑉)𝑦0(𝑡) − (𝐼𝑁⨂𝐴)𝜌 + (𝐼𝑁⨂𝐵)𝛿𝑉(𝑡), 𝑡 ≥ 0     (16) 

where 𝑦(𝑡) = [𝑦1𝑇(𝑡), … , 𝑦𝑁𝑇(𝑡)]𝑇, 𝜌 = [𝜌1𝑇 , … , 𝜌𝑁𝑇 ]𝑇, and 𝛿𝑉(𝑡) = [𝛿1𝑇(𝑡), … , 𝛿𝑁𝑇(𝑡)]𝑇. The compact 

form of �̂�(𝑡) can be given as �̇̂�(𝑡) = [𝐼𝑁⨂𝐴0 − 𝛼𝑉ℱ𝒢⨂𝐵𝐶𝑉]�̂�(𝑡) + (𝛼𝑉𝐺𝒢⨂𝐵𝐶𝑉)𝑦0(𝑡) − (𝛼𝑉ℱ𝒢⨂𝐵𝐶𝑉 + 𝐼𝑁⨂𝐵𝐶0)�̂� +(𝐼𝑁⨂𝐵)𝛿𝑉(𝑡) + 𝜓(𝑡), 𝑡 ≥ 0                       (17) 

where  �̂�(𝑡) = [�̂�1𝑇(𝑡), … , �̂�𝑁𝑇(𝑡)]𝑇 and 𝜓(𝑡) = [𝜓1𝑇(𝑡), … , 𝜓𝑁𝑇 (𝑡)]𝑇 with 𝜓𝑖(𝑡) = −�̇̂�𝑖(𝑡) + 𝛾𝑉𝑒𝑖(𝑡). 

Defining global error vector as 𝑒𝑖(𝑡) = �̃�𝑖(𝑡) − �̂�𝑖(𝑡) − �̂�𝑖(𝑡) and �̃�𝑖(𝑡) = 𝜌𝑖 − �̂�𝑖(𝑡), and their 

compact form can be given as follows �̃�(𝑡) = (𝐼𝑁⨂𝛽𝑉𝐴𝑇𝑃)𝑒(𝑡), 𝑡 ≥ 0    (18) �̇�(𝑡) = (𝐴𝑒 − 𝛾𝑉𝐼𝑁)𝑒(𝑡) − (𝐼𝑁⨂𝐴)�̃�(𝑡), 𝑡 ≥ 0    (19) 

where 𝐴𝑒 = 𝐼𝑁⨂𝐴0 − 𝛼𝑉ℱ𝒢⨂𝐵𝐶𝑉 and 𝑒(𝑡) = [𝑒1𝑇(𝑡), … , 𝑒𝑁𝑇(𝑡)]𝑇 and �̃�(𝑡) = [�̃�1𝑇(𝑡), … , �̃�𝑁𝑇 (𝑡)]𝑇. 

Based on the findings in [14], the Lyapunov stability of equation (18) and equation (19) is 

comparable with the control scheme’s Lyapunov stability presented in equation (11) in terms of 

Lyapunov criterion. Considering the Lyapunov stability equation as 

 𝑉(𝑒, �̃�) = ∑ (𝑒𝑖𝑇𝑃𝑒𝑖 + 𝛽𝑉−1�̃�𝑖𝑇�̃�𝑖)𝑁𝑖=1 = 𝑒𝑇(𝐼𝑁⨂𝑃)𝑒 + 𝛽𝑉−1�̃�𝑇�̃�     (20) 

 

Now finding the time derivative of equation (20) along the trajectories of (18) and (19) gives 

 V̇(e, σ̃) = eT (IN⨂(A0TP + PA0 − 2γVP) − αVℱ𝒢⨂(CVTBTP + PBCV)) e ≤ 0, t ≥ 0   (21) 

Now following the approach similar to [14], it can be shown that (IN⨂(A0TP + PA0 − 2γVP) −αVℱ𝒢⨂(CVTBTP + PBCV)) is Hurwitz. Hence, equation (18) and equation (19) are Lyapunov stable for 

all (e0, ρ̃0) ∈ ℝN × ℝN. This concludes the proof. 

 

3.3. Remark 1 

Using Theorem 1, 𝑙𝑖𝑚𝑡→∞ �̃�(𝑡) = 0, and 𝑙𝑖𝑚𝑡→∞ 𝑒(𝑡) = 0, implies that  𝑙𝑖𝑚𝑡→∞(𝑦(𝑡) − �̂�(𝑡)) = 0, i.e., state 

estimate �̂�(𝑡) coincide to the correct information state 𝑦(𝑡) for 𝑡 ≥ 0. Hence, presented controller in 

equation (11) guarantees voltage restoration for all DGs to nominal value for LV MG with noisy 

communication link. 

 

4. Distributed noise-resilient frequency control 
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In this section a distributed secondary noise resilient operating frequency control input is presented 

using a analogous approach adapted in section 3. Defining the auxiliary control input after feedback 

linearization as follows 𝒚𝒊𝝎 = �̇�𝒊 = �̇�𝒏𝒊 + 𝒌𝑸𝝎𝑸𝒊 = 𝒖𝒊𝝎     (22) 

The corrupted measured frequency state is considered as follows 

 �̃�𝑖𝜔(𝑡) = 𝑦𝑖𝜔(𝑡) + 𝜌𝑖(𝑡), 𝑖 = 1, … , N     (23) 

 

The secondary noise resilient frequency control signal with the auxiliary corrective control signal 

can be devised as follows [14] 

 𝒖𝒊𝝎 = −𝑪𝟎𝝎�̃�𝒊𝝎(𝒕) − 𝜶𝝎𝑪𝝎 [∑ (�̃�𝒊𝝎(𝒕) − �̃�𝒋𝝎(𝒕)) + 𝒒𝒊(�̃�𝒊𝝎(𝒕) − 𝒚𝟎𝝎(𝒕))𝒋∈𝓝𝒊 ] + 𝜹𝒊𝝎(𝒕)  (24) 

 

and 𝜹𝒊𝝎(𝒕) = 𝑪𝟎𝝎�̂�𝒊(𝒕) + 𝜶𝝎𝑪𝝎 [∑ (�̂�𝒊(𝒕) − �̂�𝒋(𝒕)) + 𝒒𝒊(�̂�𝒊(𝒕))𝒋∈𝓝𝒊 ]   (25) 

 

4.1. Theorem 2 

The controller presented in equation (24) and equation (25) restores the operating frequency of all DG 

units to the nominal value under noisy communication link for a LV MG network, while guaranteeing 

accurate active power sharing among DGs. 

 

4.2. Proof 

This theorem can be proved similar to the Theorem 1. 

5. Performance evaluation 

The time domain case studies using MATLAB/Simulink framework in this section envisage the 

validity of the presented noise resilient secondary layer control scheme for islanded LV MG system 

(230 Volts, 50 Hz) as shown in figure. 3. The presented scheme is suitable for any communication 

topology with arbitrary 𝑁 DG units. The test system and proposed control parameters are given in 

table 1 and table 2 respectively. The one line MG test system and communication network topology 

considered for information sharing is given in figure 3 and figure 4 respectively. The parameters of 

noise resilient distributed secondary control are selected as follows. 𝛼𝑉 = 200, 𝛽𝑉 = 40, 𝛾𝑉 = 80, 𝛼𝜔 = 200, 𝛽𝑉 = 80, and 𝛾𝜔 = 100 . The reference operating voltage magnitude and frequency are  𝑉𝑟𝑒𝑓  =  230 𝑉 and  𝑓𝑟𝑒𝑓  =  50 𝐻𝑧 respectively. 

 

                                       
         

      Figure 3. One line diagram test MG system.                             Figure 4. Communication graph. 
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5.1. Robustness to load perturbation 

This case study shows the effectiveness of presented control scheme with load changing environment. 

The droop-boost primary control layer active with the start of simulation and the secondary control 

scheme is activated at  

Table 1. Parameters of MG test system. 
 

DG #1 & DG #2 & DG #3 DG #4 & DG #5  

DGs 

𝒌𝑷𝝎 9.4 × 10−5 𝒌𝑷𝝎 12.5 × 10−5 𝒌𝑸𝒗  1.3 × 10−3 𝒌𝑸𝒗  1.5 × 10−3 𝑹𝒊 0.03Ω 𝑹𝒊 0.03Ω 𝑳𝒊 0.35mH 𝑳𝒊 0.35mH 𝑹𝒇 0.1Ω 𝑹𝒇 0.5Ω 𝑳𝒇 1.35mH 𝑳𝒇 0.27mH 𝑪𝒇 50μF  𝑪𝒇 50μF 𝑲𝑷𝑽 0.1 𝑲𝑷𝑽 0.05 𝑲𝑰𝑽 420 𝑲𝑰𝑽 390 𝑲𝑷𝑪 15 𝑲𝑷𝑪 10.5 𝑲𝑰𝑪 20000 𝑲𝑰𝑪 16000 

Lines 

𝒁𝑳𝒊𝒏𝒆 𝟏𝟐  𝒁𝑳𝒊𝒏𝒆 𝟐𝟑  𝒁𝑳𝒊𝒏𝒆 𝟑𝟒  𝒁𝑳𝒊𝒏𝒆 𝟒𝟓  𝑹𝑳𝒊𝒏𝒆 𝟏 0.35Ω 𝑹𝑳𝒊𝒏𝒆 𝟐 0.35Ω 𝑹𝑳𝒊𝒏𝒆 𝟑 0.35Ω 𝑹𝑳𝒊𝒏𝒆 𝟒 0.35Ω 𝑳𝑳𝒊𝒏𝒆 𝟏 0.07mH 𝑳𝑳𝒊𝒏𝒆 𝟐 0.07mH 𝑳𝑳𝒊𝒏𝒆 𝟑 0.07mH 𝑳𝑳𝒊𝒏𝒆 𝟒 0.07mH 

Loads 

Load 1 Load 2 Load 3 Load 4 Load 5 𝑅 = 300Ω 𝑅 = 40 Ω 𝑅 = 50 Ω 𝑅 = 50 Ω 𝑅 = 50 Ω 𝐿 = 477mH 𝐿 = 64 mH 𝐿 = 64 mH 𝐿 = 64 mH 𝐿 = 95 mH 

 

 

t= 2s. It restores the operating output terminal voltage and frequency in short time duration. Further, at 

t=3s, load of 𝑅 = 300 Ω and 𝐿 = 47mH is added to load 1, and at t=4s, load connected to DG 3 is 

switched off. The results in figure 5 and figure 6 show that the voltage and frequency restored to the 

nominal values very quickly after controller activation and maintained within permissible limits after 

experiencing slight deviations at small signal disturbances i.e., load variation. For simulation all the 

communication links are subjected to AWGN with 𝜎2 = 10−2 and link delay of 100ms. 

      
 Figure 5. Frequency restoration Performance             Figure 6. Voltage restoration Performance  

5.2. Plug and Play (PNP) operation 

https://www.google.co.in/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&sqi=2&ved=0ahUKEwiInKmWhMPJAhWBCY4KHWOiBbsQFgghMAE&url=https://sizes.com/units/symbol/mu_H.htm&v6u=https://s-v6exp1-v4.metric.gstatic.com/gen_204?ip=14.139.208.84&ts=1449260525616194&auth=nh75xeenc2gxq5p6e46kgbsm4zik77e2&rndm=0.10968358558602631&v6s=2&v6t=6064&usg=AFQjCNGE3S-0km8I081B6TQ4g1spKe6J0w&sig2=n4TnWdw_Vb0JI-6_goo32Q&bvm=bv.108538919,d.c2E
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The presented control methodology is evaluated for PNP case study in this subsection. The DG 5 is 

switched off and switched on again intentionally at t=3s and t=4s respectively. The communication 

topology for PNP operation is shown in figure 7.  The obtained simulation results given in figure 8 and 

figure 9 depict the efficacy of presented control method for PNP operation and the voltage and 

frequency are maintain within permissible limit during high signal disturbance i.e., DG disconnection. 

The result in figure 10 and figure 11 show that, the total active and reactive power requirements are 

apportioned among DGs 1-4, while DG 5 is not associated to MG system. Also, operating output 

voltage and frequency are maintained within the nominal values i.e., 230 volts, 50 Hz with small 

transients at point of disturbance. Hence, presented scheme supports the PNP operation of LV MG 

network under noisy environment. 

 

 
  

Figure 7. Communication graph for PNP operation 

 

           
 

Figure 8. Frequency under PNP operation             Figure 9. Voltage under PNP operation    

           
 

 Figure 10. Active power under PNP operation           Figure 11. Reactive power under PNP operation    

5.3. Robustness under variation in noise parameter 

In this case study, the efficacy of the presented noise resilient secondary control method is evaluated 

under time- varying noise variance 𝜎2. The noise variance 𝜎2 varies in three stages: (a) 𝑡 ≤ 2.5, 𝜎2 =10−2; (b)  2.5 < 𝑡 ≤ 3.5, 𝜎2 = 10−1; and (c) 3.5 < 𝑡 ≤ 5, 𝜎2 = 0.3. The results obtained in figure 12 

and figure 13 clearly envisages the operating voltage magnitude and frequency of DGs are 

synchronized under permitted limit with different noise level respectively. 
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Figure 12. Voltage synchronizatio with time             Figure 13. Frequency synchronization with time 

varying 𝜎2                 varying 𝜎2   

6. Conclusion 
The work presented in this paper deals with noisy communication links in secondary control layer. A 

noise resilient distributed secondary control methodology for a low voltage islanded MG network. 

This work considers a low voltage grid where the lines are dominantly resistive in nature and the 

information sharing communication channels among the DGs are corrupted with AWGN. The 

presented a primary droop-boost control augmented with noise resilient distributed secondary control 

scheme to restore the DG operating output terminal voltage and frequency while providing definitive 

real power sharing in finite time. Further, the control presented is self-reliant and does not depend on 

the noise type and required only neighbours information for control and corrective signal, hence can 

be implemented over a minimal communication network with connected graph. The stability proof is 

derived using rigorous Lyapunov analysis while considering complete nonlinear dynamics of LV MG 

network. The simulation results shows that the presented method envisage robust and resilience 

performance even during load perturbation, loss of DG unit and time varying noise parameter 

variation. The accurate reactive power sharing is still a problem for future consideration for authors 

along with extension of presented work for hybrid AC/DC MG and DC microgrid. 
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